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1. Background

There is no intention to modify or re-write the CIBER/NYSTEC Understanding of the VVSG COTS Standards V3 document. That document is technically comprehensive and widely accepted and should stand on its own.  All parties are in agreement that the CIBER/NYSTEC document addresses the true definition of what is proprietary source code, what is Open Source Code, what is modified Commercial Off The Shelf (COTS) source code, and what is unmodified COTS source code (true COTS). The intent of this document is to summarize and in some cases clarify (EZ-Speak) the intent of escrow requirements and address the concerns of the Department of Justice (DOJ).

The issue can be broken down to two areas of the escrow process that are confusing the Department of Justice and possibly others. 
Those areas are:

1. The ultimate intent of escrow requirements.
2. The escrow requirements evaluation process.
The following two sections are meant to define these areas for clarification purposes only.
2. Intent of Escrow
The intent of the escrow requirement is to ensure that New York State has available to them, if needed, all the software and firmware source code, and supporting materials required to build the environment that is critical to the security, integrity and privacy of voting systems after the certification process is completed. The source code that is either required or exempt falls into four distinct categories.

1. Proprietary source code (Required):
Proprietary source code is defined as that source code written by the voting system vendor or written for the voting system vendor by a third party and is not considered part of a COTS product as it was written specifically for the purpose of constructing voting systems. Since it was written specifically for the voting system, is “owned” by the voting system vendor, and they have all rights to it, they have no problem providing it for escrow. This category is not and can never be considered COTS for exemption since it is not sold, given to, or used by the general public as a over the counter commercial product.

2. Modified or modifiable source code (Required):
· Any Open Source Code that is used in the construction of the voting system.

· Modified or Modifiable COTS source code is the grey area of COTS.  This category is defined as source code that is:

i. Provided to the voting systems vendor by the COTS vendor in order for them to modify a COTS product to better suit it to voting system usage. 

ii. Source code that is generated by a COTS product.

iii. Source code for modifications to a COTS product that was done by the COTS vendor in order to make the COTS product or a subset of the COTS product more specific to voting systems.  

3. Supporting materials (Required)

Supporting materials are any programs, files, or scripts that are required to build the binary or executables from the source code and implement them on the voting system.  This includes any and all miscellany such as compilers, build scripts, configuration files, etc., that is required by the Independent Testing Authority (ITA) to perform a trusted build of the voting system without the assistance of the voting system vendor.  
4. Unmodified COTS (Exempt):
Unmodified COTS is software that a voting system uses to perform a function that is not specific to voting systems and is available as an over the counter product. Unmodified COTS can include software which can be commercially purchased by the general public or by voting system vendors, provided that the software cannot be modified and can be used only as intended by the COTS manufacturer. Further, the source code is not provided to the voting system vendors for modification.
3. Escrow requirements evaluation process
The process of determining where in the above criteria the software falls and what should be escrowed is part of the escrow requirements evaluation process. The determination of what should be escrowed is a multi step process to be executed by the ITA.  
1. Proprietary source code is required to be submitted by the vendor at the beginning of the testing process and updates are provided by the vendor throughout the testing process if fixes/enhancements are required. The ITA ensures that all source code has been provided.  

The vendors have committed to this. The ITA will include this in a source code package for all systems that are certified to be escrowed.

2. Modified or modifiable COTS source code is required to be provided by the voting system vendor at the beginning of the testing process and updates are provided by the vendor throughout the testing process if fixes/enhancements are required.  
The vendors have committed to this. The ITA will include this in a source code package for all systems that are certified to be escrowed.
However, an additional step is required during the build process to ensure that all modified or modifiable source code has been submitted.  The standard process to accomplish this is done with a software utility program that compares the software validation information of the standard COTS distribution of the product to the version that is being utilized on the voting system.  If a program or file on the voting system does not match the information provided for the standard distribution it could be considered modified and further study is required to determine if it was in fact modified. If it was modified the voting system vendor must provide the source code used to create it or provide an unmodified version. 

Additional research on COTS products utilized on the voting system will also be done to determine if source code was available as part of the distribution of   the COTS product.
3. All of the supporting materials (binaries, executables, files, and proprietary source code) that were required to build the certified voting system (trusted build by ITA) must be escrowed.

4. True COTS source code is any software that does not fall into any of the above categories and is not required for escrow.

5. In addition to the source code that is required for escrow the binary or executable software will also be escrowed.  This should be a mirror image of the voting system including COTS products and a process for reconstructing the voting system as certified. 

NOTE:  Binaries or Executables are a computer program that is ready to run. The term usually refers to programs complied from source code and translated into machine code in a format that can be loaded into memory and run. 
4. Recommended text for DOJ/Court document

The New York State Board of Elections requires Voting System software escrow to ensure that NYS will have access to any source code that could have been modified by the vendor and then used to construct a voting system.  This includes the escrow of voting system vendor’s proprietary software source code (source code written by the voting system vendor or written for the voting system vendor by a third party) and source code for any portion of COTS software products that has either been modified (altered to perform a different function than original intention) or is modifiable (available to the vendor for modification even if not modified).  This includes any software that was written or modified specifically for the purpose of creating a voting system.
COTS software source code that has not been modified or is not modifiable by the voting system vendor or partner is exempt from the escrow requirement. The standard used to determine what is to be considered COTS vs. non-COTS was the CIBER/NYSTEC document that interprets the 2005 EAC VVSG COTS definition V3.  
The process of determining what is modified COTS and what is not modified COTS is an automated process utilizing standard software tools to compare the original distribution as distributed by the COTS vendor to the voting system vendors provided version. Some manual effort in research is required but it is not a tedious process and is not expected to impact on the testing deadlines.
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